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Mitch Kajzer 
•  Investigator, St. Joseph County Prosecutor’s Office. 
•  Ph.D. candidate and adjunct professor at the University 

of Notre Dame. 
•  Assigned to the CyberCrimes Unit. 
•  26 years experience in law enforcement. 
•  Created and commanded the High Tech Crimes Unit, 

2003 – 2008. 
•  Forensic Computer Examiner since 2001. 
•  Computer Systems Engineer since 2000. 
•  Have conducted over 2500 criminal investigations and 

forensic computer examinations. 
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Response and Reporting of Cyber Incidents 
I.  Introduction 
II.  Steps to take before a cyber incident or attack 

occurs. 
III.  Responding to a cyber incident. 
IV.  What not to do following a cyber incident. 
V.  After a cyber incident. 

This talk is meant to serve as a general overview of how to 
prepare for, and respond to, cyber incidents.  It is your 
responsibility to follow up with your Information Technology 
department and/or your legal counsel. 
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Most Data Breaches have Commonalities: 
1.  Attackers are after data that they can sell or make 

money from.  Credit card data, user names, passwords. 
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Most Data Breaches have Commonalities: 
2.  Attacks are conducted by professional, transnational 

criminal networks that are working together. 

11 How do I know if We Have Been Hacked? 

Most Data Breaches have Commonalities: 
3.  Victims of data breaches often do not realize that they 

have been compromised.   
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Signs of Hacking 
•  A lot of the time, companies learn that their network has 

been compromised from an outside source.  Law 
enforcement, payment card processors. 

•  “There are two types of companies. Those that have been 
attacked and those that don’t know they have been attacked.”       

                                                             – Kaspersky Security Firm 
•  The biggest indicator of an incident is unusual data 

transfers. 
•  At minimum, there should be someone monitoring 

network logs for unusual activity.   
•  Port scanning 
•  Failed login attempts 

•  Intrusion Detection System 
•  Security Information and Event Management System 
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Steps to Take Before a Cyber Incident Occurs 
•  A critical first step is to have well-established plans and 

procedures in place prior to any type of cyber incident 
occurring. 

•  Preparation will help you to limit damages to your 
computers, minimize work stoppages, and maximize the 
ability of law enforcement to find the suspects. 

17 

Identifying your Critical Information 
•  What is the most important data that you have? 
•  This information will vary based on your company. 
•  For a design firm, it may be intellectual property 

consisting of plans. 
•  For a construction firm, it may be current bids. 
•  For a financial institution, it may be customer data. 
•  You have to identify your own business/mission critical  

objectives and make cyber decisions that protect that 
information. 

•  “Framework for Improving Critical Infrastructure 
Cybersecurity.”  National Institute of Standards and 
Technology. 
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Identifying your Critical Information 
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Have a Cyber Incident Response Plan in Place 
•  A plan needs to be in place prior to an incident 

occurring. 
•  The plan must be actionable and provide specific, 

concrete procedures to follow in the event of a cyber 
incident. 
•  Who has the lead responsibility?  Public 

communications, security measures, legal questions. 
•  How to contact critical personnel. 
•  How to proceed if critical personnel cannot be 

reached. 
•  Which data, networks, or services should be 

prioritized for the greatest protection? 
•  How to preserve data related to the intrusion in a 

forensically sound manner. 
20 Steps to Take Before a Cyber Incident Occurs 
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Have a Cyber Incident Response Plan in Place 
•  The plan must be actionable, and provide specific, 

concrete procedures to follow in the event of a cyber 
incident. 
•  Procedures for notifying any data owners, customers, 

or partner companies if their data has been 
compromised. 

•  Procedures for notifying law enforcement. 
•  All personnel involved should be familiar with the plan. 
•  The plan should be updated to ensure that all 

information is current. 
•  Personnel should rehearse the plan. 
•  Example_incidentResponsePlan.docx 
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Have a Cyber Incident Response Plan in Place 
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Have the Appropriate Technology in Place  
•  Technology should be in place to respond to a cyber 

incident prior to an incident. 
•  Off-site data backups, intrusion detection capabilities, 

devices for filtering traffic. 
•  Servers should be configured to conduct logging. 
•  Someone should have the responsibility of reviewing 

logs. 
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Have the Appropriate Technology in Place  

24 Steps to Take Before a Cyber Incident Occurs 



11/18/15 

13 

Have the Appropriate Authorization in Place 
•  Real-time network monitoring. 
•  Inform employees that all technology will be monitored. 
•  This can be done through computer banners, training, 

acceptable-use policies, and employee guides. 
•  Employees should be informed how the company will 

collect, store, and use their data and communications. 
•  You should obtain written, signed acknowledgements 

from employees. 
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Ensure that your Legal Counsel is Familiar with Technology 
•  Cyber incidents can raise a lot of unique legal questions. 
•  Talk to your legal counsel to see if they are familiar with 

cyber-related legal questions. 
•  Computer Fraud and Abuse Act 
•  Electronic surveillance 
•  Communications privacy laws. 

•  You may need to retain other legal counsel for these 
issues. 

•  The lawyers can assist with crafting the incident 
response plan and ensure that everything is done 
according to law. 
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Ensure that your Organization Policies Align 
•  Your company policies should align with your incident 

response plan. 
•  What procedures are in place to minimize cyber risk 

when an employee is separated from the company? 
•  Revoke all network credentials. 
•  Disable external access to the network. 
•  Immediate return of all company-related electronic 

devices, such as phones, laptops, tablets, and thumb 
drives. 

•  Image or pull the hard drive from the employee’s 
assigned computer. 

•  Does their phone have a passcode? 

28 Steps to Take Before a Cyber Incident Occurs 
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Ensure that your Organization Policies Align 
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Ensure that your Organization Policies Align 
•  All employees should be trained on phishing awareness. 

•  91% of successful data breaches at companies 
started with a social engineering or phishing attack. 

•  Usually involves an e-mail that manipulates a victim 
to click on a malicious link. 
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Social Engineering – Phishing 
•  The act of attempting to acquire information such as 

user names, passwords, and credit card numbers by 
masquerading as a trustworthy entity in electronic 
communications.  

•  Relies on fear or greed in victims. 
•  A phishing message will usually contain three parts: 

1.  False Credibility – The message appears to come 
from a credible organization. 

2.  Call to Action – The message will ask the user to do 
some specific action. 

3.  Urgency – The message will convey a sense of 
urgency and provide some type of consequence if 
the action isn’t done quickly. 
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Phishing – Fear 
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Phishing - Greed 
•  Smishing – Done via text or SMS messages. 
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False Credibility 
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Phishing – Prevention  
•  Install antivirus and spyware and keep it up to date. 
•  Do not click on any hyperlinks in emails, postings, or 

text messages.  Google the information and go directly 
to the web site. 

•  Never click on attachments unless you are expecting a 
specific attachment from a specific person. 

•  Verify SSL. 
•  Never enter sensitive information in pop-up windows. 
•  Never email or text personal or financial information. 
•  Never enter account or credit card information on the 

phone unless you initiate it. 

39 

Engage with Law Enforcement 
•  Establish a working relationship with local and Federal 

law enforcement prior to an incident occurring. 
•  Local resources include the FBI, Secret Service, and 

CyberCrimes Unit of the St. Joseph County Police 
Department. 

•  If you experience a cyber incident, it’s always nice to 
have a point of contact with law enforcement. 
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Establish Relationships with Cyber Information Sharing Networks 
•  www.it-isac.org 
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Establish Relationships with Cyber Information Sharing Networks 
•  FBI Liaison Alert System (FLASH) 
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Executing your Cyber Incident Response Plan 
•  A vetted, actionable Cyber Incident Response Plan is 

critical. 
•  It does more than provide procedures for handling an 

incident. 
•  It also provides guidance on how your company can 

continue to operate while managing an incident and how 
to work with law enforcement and incident response 
firms an as investigation is conducted. 
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Step 1:  Initial Assessment 
•  An immediate assessment of the nature and scope of 

the incident. 
•  It is important to determine if it is a malicious incident or 

some type of technology problem. 
•  If logging is set up correctly, a systems administrator 

may be able to determine: 
•  The affected computer systems. 
•  The origin of the incident, intrusion, or attack. 
•  Any malware used in the attack. 
•  Any remote servers to which data were sent. 
•  The possible identity of any other victim 

organizations. 
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Step 1:  Initial Assessment 
•  The initial assessment should also document: 

•  Employees that are currently logged on. 
•  Current connections to the network.  Dial in?  VPN?  

Phone apps? 
•  Processes currently running. 
•  A listing of all open ports and their associated 

services and applications. 
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Step 1:  Initial Assessment 
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Step 1:  Initial Assessment 
•  Possible evidence that an cyber incident or intrusion has 

occurred: 
•  Logging indicating that someone improperly 

accessed, created, modified, deleted, or copied files 
or logs. 

•  Changed system settings or passwords. 
•  Added or altered user accounts. 
•  Presence of hacker tools. 
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Step 1:  Initial Assessment 
•  None of your actions should unintentionally or 

unnecessarily modify stored data. 
•  Relevant files should not be deleted. 
•  Date/time stamps should be maintained. 

50 Responding to a Cyber Incident 
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Step 2:  Minimize Continuing Damage 
•  Once it has been determined that an incident was a 

cyber intrusion or attack, it may be necessary to take 
steps to stop ongoing damage cause by the suspect. 
•  Rerouting network traffic 
•  Filtering or blocking a DDoS 
•  Isolating all parts of the network 
•  Disconnecting the target device 

•  In the case of an intrusion, a systems administrator may 
block access or watch the activity.  You have to make 
that choice. 

•  If proper preparations were made, you should have a 
current backup that you can restore. 
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Step 2:  Minimize Continuing Damage 
•  Whatever steps are taken, it should be documented 

completely. 
•  This can aid in recovering damages and in any criminal 

investigation. 
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Step 3:  Record and Collect Information 
Image the Affected Computers 
•  Any affected computers should immediately be imaged.  

There are three options for doing this: 
1.  Law Enforcement – If there is a criminal 

investigation, law enforcement will image computers.  
Since these images will be evidence in the case, you 
will NOT have access to them. 

2.  Private Computer Forensics Firm – Computers can 
be imaged by a private computer forensics firm.  You 
will have access to these images, but you have to 
incur the costs. 

3.  Your OIT Department – FTK Imager.  Free imaging 
software. 
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Step 3:  Record and Collect Information 
Keep Logs, Notes, Records, and Data 
•  Steps should be taken to preserve relevant existing logs.  

This should be the responsibility of someone in the 
Cyber Incident Response Plan. 

•  The following types of information should be retained: 
•  A description of all incident-related events, including 

dates and times. 
•  Information about incident-related phone calls, 

emails, and other contacts. 
•  The identity of persons working on tasks related to 

the intrusion, including a description, amount of time 
spent, and approximate hourly rate for the person’s 
work. 
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Step 3:  Record and Collect Information 
Keep Logs, Notes, Records, and Data 
•  The following types of information should be retained: 

•  Identity of the systems, accounts, services, data, and 
networks affected by the incident and how they were 
affected. 

•  Information relating to the amount and type of 
damage inflicted by the incident.  

•  Information regarding network typology. 
•  The type and version of software being run on the 

network. 
•  Any peculiarities in the organization's network 

architecture, such as proprietary hardware or 
software. 

56 Responding to a Cyber Incident 



11/18/15 

29 

Step 3:  Record and Collect Information 
Keep Logs, Notes, Records, and Data 
•  Ideally, a single, designated employee will retain custody 

of all of these types of records. 
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Step 3:  Record and Collect Information 
Records Related to Continuing Attacks 
•  If an incident is ongoing, the organization should record 

any continuing activity.   
•  Logging enabled 
•  Network sniffer 
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Step 3:  Record and Collect Information 
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Step 4:  Make Notifications 
People Within the Organization 
•  Managers and other relevant personnel should be 

notified. 
•  This may include senior management, IT personnel, 

physical security coordinators, and public affairs 
personnel. 

•  The Cyber Incident Response Plan should specify 
points-of-contact within the organization and when they 
should be contacted. 
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Step 4:  Make Notifications 
Law Enforcement 
•  If you suspect criminal activity, law enforcement should 

be notified. 
•  Start with your local police agency.  They will contact any 

additional resources that they need. 
•  FBI 
•  Secret Service 
•  DHS 
•  SJCPD CyberCrimes Unit   
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Step 4:  Make Notifications 
Other Potential Victims 
•  If you find evidence of additional victims while assessing 

the incident, they should be promptly notified. 
•  These additional victims may not realize an incident is 

taking place and can take appropriate actions to stop it. 
•  Law enforcement can also coordinate investigations. 

62 Responding to a Cyber Incident 



11/18/15 

32 

63 

What Not to do Following a Cyber Incident 

Do not use Compromised Systems 
•  To the extent reasonably possible, do not use the 

compromised system. 
•  If you do use the system, do not communicate at all 

about the cyber incident. 
•  Information about the incident should not be disclosed to 

anyone without first verifying their identity.  Be aware of 
the attackers attempting to use social engineering. 
•  “Hi, this is Agent Phillips with FBI Cyber Crimes in 

South Bend.  I’m following up on your hacking case.  
In order for me to access what I need, could you 
please provide me with the administrator user name 
and password for your database server?” 

64 What Not to do Following a Cyber Incident 



11/18/15 

33 

Do not Hack into or Damage Other Networks 
•  Your organization should not attempt to access, 

damage, or impair another system that may appear to 
be involved in the intrusion or attack. 

•  Doing so would be illegal. 
•  In many cases, the intrusions and attacks are launched 

from compromised systems.  The owners of the 
computer have no idea it is happening. 

65 What Not to do Following a Cyber Incident 

66 

After a Cyber Incident 



11/18/15 

34 

After a Cyber Incident 
•  Conduct a debriefing session.  How well did your 

Incident Response Plan work?  What didn’t work?  What 
can be done better in the future? 

•  Remain vigilant.  A lot of times intruders will return to the 
same place that they previously attacked. 

67 After a Cyber Incident 
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Questions? 


